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Risk Management

The Board of Directors promotes and supports the implementation of an internal risk management
system, which is a critical mechanism for achieving organizational objectives and enhancing value for all
stakeholders. The Board of Directors requires executives and employees across all departments to act as "Risk
Owners,"” with the roles, duties, and responsibilities to assess and manage risks within their respective areas to
stay within the company’s risk appetite. Furthermore, the Board fosters and encourages risk management as part
of the corporate culture, ensuring that everyone recognizes its importance. The company establishes an efficient
risk management process at every stage, adhering to the international risk management framework of The
Committee of Sponsoring Organizations of the Treadway Commission (COSO). This includes the COSO Internal
Control Framework and the Enterprise Risk Management (ERM) framework, based on good corporate governance
principles. These frameworks aim to increase the likelihood of success through the efficient use of limited
resources and to reduce uncertainty in operational performance. The Company’s risk management process
consists of the following 8 components:

1. Internal Environment

This process is designed to ensure a thorough understanding of the principles and rationales behind the
Company'’s strategy formulation. It ensures that the identification of risk factors covers all critical activities
across the organization. The Company’s strategic formulation begins with Senior Management establishing the
Annual Mission, aligning it with the corporate Vision. To translate strategy into practice, the Balanced Scorecard
(BSC) framework is utilized. It is the responsibility of the management in each department to develop Annual
Work Plans and budgets based on their respective activities. This includes defining Key Performance Indicators
(KPIs) to measure the success and effectiveness of all operational activities.

2. Objective Setting

Objective Setting must be consistent and aligned throughout the organization. In other words, the
Company’s objectives must align with its Vision, Mission, and overall Strategic Direction. This alighment must
flow from the corporate level down to departments, specific activities, and individual levels. This ensures that
the overall goals are achieved, the operational scope at each level is clearly defined, and potential risks can be
comprehensively analyzed. Furthermore, objectives must clearly demonstrate the desired outcomes the
Company intends to achieve, rather than merely describing the operational processes or procedures.

3. Eventldentification

Risk Identification Workshops are conducted with relevant stakeholders to identify potential risk
events. This involves a detailed breakdown of operational processes that impact the achievement of both
departmental and corporate objectives. The goal is to identify events or uncertainties that could lead to errors,
failures, damages, or missed opportunities, all of which could hinder the company's success. At this stage, risks
are identified without considering existing internal controls or the current likelihood of occurrence, ensuring that
the identification process comprehensively covers all activities. These risk events are then analyzed to
determine their interrelationships and to identify the root causes behind them. This analysis allows for the formal
definition of "Risk Factors" and the categorization of risks into specific Risk Categories. The Risk Management
Committee has classified these risks into three distinct characteristics:

-  Strategic Risk: Risks related to the strategic level.

-  Operation and Compliance Risk: Risks related to the operational level and legal non-compliance.

- Financial Risk: Risks related to the financial aspect.

4. Risk Assessment
Once the department has identified the risks, the next step is to measure the risk level against the
Company'’s risk appetite. This involves measuring the Inherent Risk (the natural state of risk factors without any
intervention) and re-measuring the Residual Risk (the remaining risk level after considering the effectiveness of
existing controls). The guidelines are as follows:
41 Risk Assessment: The events and risk factors identified in the previous step are measured or assessed
based on their Impact (severity) and Likelihood (frequency) to determine the risk significance level.
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42 Risk Ranking: This involves prioritizing multiple risk factors to provide clarity in selecting which risks
should be addressed through a risk management plan. This ensures risk levels are reduced and
maintained within the organization’s risk appetite.

5. Control Activities

This is a consideration of the efficiency and effectiveness of the internal control points established to
reduce risk to the organization'’s risk appetite level. Internal control points are evaluated after the Inherent Risk
assessment and after the Risk Response plan has been defined. The efficiency and effectiveness of these internal
control points are determined by the utilization of the department's existing resources-including personnel,
budget, time, materials, and equipment—to reduce or prevent the likelihood of risk events or to mitigate their
impact. The cost of implementation must be cost-effective or less than the potential impact of the identified risk
factors.

6. Risk Response

After assessing and ranking risks to identify Residual Risk and any risks exceeding the Risk Appetite,
the Risk Owner must develop an action plan to reduce the likelihood and potential impact of such events. This
planning must optimize existing resources, considering the nature of the risk, the risk level, and the cost or
resources required for each option compared to the expected benefits. The Risk Management Committee requires
each Risk Owner to define Key Risk Indicators (KRI) and Key Performance Indicators (KPI) to measure the success
of the Action Plan. There are 4 options for managing risk:

6.1 Avoid: Avoiding risks that are at a very high level or are unacceptable to the department, significantly
impacting the organization, projects, or processes. When such risks cannot be managed by other means,
they must be addressed by ceasing operations, canceling projects, or reducing the scope of work or
activities.

6.2 Share: Distributing or transferring risk to other internal or external parties. This applies to unforeseen,
difficult-to-prevent, or high-severity risks, such as natural disasters or accidents. Methods include
taking out insurance or hiring consultants in cases where risks arise from a lack of internal expertise.

6.3 Reduce: Reducing or controlling risks identified as stemming from internal factors or causes that the
department can influence through internal controls or process improvements. New workflows are
designed to minimize the likelihood of damage or impact to an acceptable level, such as providing staff
training or operating manuals to reduce errors. For risks from external factors, specific strategies or
measures may be applied to mitigate the severity.

6.4 Accept: Accepting risks that are within the acceptable level, are at a low level, or where the cost of
management far outweighs the benefits. This also applies to risks beyond the organization’s control or
caused by uncontrollable external factors, yet the company must proceed to achieve its goals, such as
compliance with government policies or laws.

7. Monitoring

This involves monitoring and evaluating the risk management plans as defined by the Risk Owners. The
process analyzes and assesses whether the risk management actions have been effective. If, after implementing
the risk management plan, unacceptable risks still remain, further consideration must be given to the risk level
and the appropriate management methods. Subsequently, these findings are proposed to the Risk Management
Committee for their review and opinion, including the allocation of supporting budgets.

8. Information & Communication

Integrated risk management can only be achieved and sustained through the support of the Company'’s
top management and the cooperation of all personnel within the organization. Therefore, to ensure that
everyone thoroughly understands and recognizes their roles in the Company’s integrated risk management
system, effective information and communication systems must be established. This includes public relations,
knowledge training, and consistent follow-up on implementation.



